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Introduction

Rich Internet Applications (RIAs) allow better user interaction and responsiveness

Wotivation and Ai T

Algorithm 1 Crawling Algonthm (As Executed at Each Node)
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* Non-URL-Based Crawling strategy:

than traditional web applications, » InaRIAone URL corresponds to many states of DOM. Unlike traditional NODESTATUS < ACTIVE

Thanks to new technologies like AJAX (Asynchronous JavaScript and XML), Rich websites in which every call to server would change the whole DOM and WhLE (NODESTATUS 18 ol TERMINATED) do
! . . WORKINGSTATES 15 t en

Internet Applications can communicate with the server asynchronously. This allows the page URL, RIArelies on small AJAX updates that does not necessarily GETNEWSTATESFROMCOORDINATOR)

modify the page URL: if WORKINGSTATES is Empty then
NODESTATUS < DONE
SENDNODESTATUSTOCOORDINATOR()

continuous user interactions.

reureh c cation Pattern (in RIAS) » Traditional distributed crawlers rely heavily on URL in order to partition the else
syncnronous communication rFattern (in S . . . . . g .
Y search space. Underlying assumption for this strategy is a one to one o d";?DEST""TL& = ACTIVE
correspondence between the URL and the state of DOM which does not else
- — - — - — " statel oV isit + PICKSTATE(WORKINGSTATES)
1= L I== $ hold in RIA, eventT oExecute +— PICKUNEXECUTEDEVENT(stateToVisit)
@ User Interaction Partial Page Update Partial Page Update Partial Page Update EXEC UTEEH‘FENT{SIEEIEETGV'ESEL eventloErTe C‘I.I!-'I!'-E}
g > Therefore we propose to partition the search space based on events. il CURRENTSTATE $8 10t #n DISCOVEREDSTATES then
Request Request Request push CURRENTSTATE to DISCOVEREDSTATES
push ASSIGN(CURRENTSTATE) to CURRENTSTATE.UNEXECUTEDEVENTS
« Crawling Strategy: Reduce the workload by choosing the events to execute push CURRENTSTATE to WORKINGSTATES
@ _______________________________ > . . SENDNEWSTATETOCOQORDINATOR( CURRENTSTATE )
esponse using Greedy algorithm. end if
Response

stateToVisit. REMOVEUNEXECUTEDEVENT (eventT oExecute)
if statel'oVisit. UNEXECUTEDEVENTS 1s empty then
WORKINGSTATES. REMOVESTATE( stateT oV isit)

Respons

« Crawling Efficiency: Discover states as soon as possible, using Probabilistic

model. end if
Server Processing Server Processing Reference: 'Eﬂ[l ]f
*  [Benjamin 2010] K. Benjamin, G. v. Bochmann, G.-V. Jourdan and V. Onut, Some modeling challenges when testing end while
Figure 1: AJAX enabled RIA communication pattern. Rich Internet Applications for security, First Intern. Workshop on Modeling and Detection of Vulnerabilities (MDV 2010),
Paris, France, April 2010. 8 pages. Experimental RESUltS

Security of RIA and automating security testing are important, ongoing, and growing Proposed Architecture
concerns. One important aspect of this automation is the crawling of RIAs i.e.
reaching all possible states of the application from the initial state. Being able to do so
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automatically is also valuable for search engines and accessibility assessment. Nodes act autonomously and independently. Each node starts at Init state, when . D S S

get tasks go to Active state, when has nothing to do goes to idle state, and finally 10° g S S S :_:__;
terminates when termination order arrives.

Crawling of RIA applications is an expensive and time consuming process due to their
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Crawling Efficiency

Crawling efficiency measures how early in the crawl new states are discovered:

Background

* A virtual ring is created based on breath-first-search traversal of the nodes. A
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+  Crawling Strategy: termination token goes around this wring that keeps the list of states IDs and the ]
number of states visited by each node. When all states are visited on all nodes, a 3ol | - f - _ _
S Breath-First Search termination order is broadcasted. ;| [ | H ﬂ | i - H H % H f
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Conclusion

> Server IP address Test Beds

» Server geographical location -y . . L
Jeodrapn . . . . - * Distributed Greedy algorithm has the best performance in terms to total time it
> [Loo 2004] describes distributed web crawling by hashing the URL +  Four target web applications used to measure the performance of the distributed .
web crawler: takes to crawl a website.
Architecture of AJAX Crawl (Appeared in [Duda 2009 ' * Distributed Probabilistic model is the most efficient algorithm and discovers states
Crawlin Indexing Searching Result AggRriZLglil:ion I early in the Cran'
L L * ~ FuureWork
AJAX 'Links' to: App. States e EIEN e -
URL +
App.State

 \We are currently working on distributed crawling of RIA in a cloud environment.

» We plan to add fault tolerance to our strategy so that if some of the nodes crash
rest of the nodes continue without interruption.

* Once we have a working implementation of the system we plan to optimize it
based on different infrastructure parameters such as cost of communication or the
processing power available to different nodes.

Figure 2: [Loo 2004] System Architecture
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